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PABOYASA NPOrPAMMA YYEGHOU OUCLUMIINHGI

B1.0.03.06 be3onacHocTb MH(POPMaLMOHHO-aHANTUTUYECKMUX CUCTEM

1. Koa n HaumeHoBaHMe HanpaBfeHusi NoAroToBKM/cneunanbHOCTHU:
10.05.04 NHdopMaunoHHO-aHanMTn4eckne cuctemMol 6esonacHocTu

2. Mpodwmnb noaroToBKM/cneynanmsaums. MHpopmaumnoHHaa  6e3onacHOCTb
PUHAHCOBBIX Y AKOHOMUYECKNX CTPYKTYP

3. KBanudumkaumsa BbINyCKHUKA: crieynannuct no 3awmte nHpopmauymm

4. ®dopma ob6y4eHus: oyHas

5. Kachenpa, oTBevarLwan sa peanmsaumio QUCLUMNINUHbI: MaTeMaTMYECKOro aHanusa

6. CocTtaBuTENM NPOrpaMmbil:

Hangiok dununn OneroBud, Kang. pus.-maT. Hayk, AOUEHT Kadedpbl MaTeMaTuyecKoro

aHanumsa

7. PekomeHpoBaHa: HayuHo-meToandeckum CoBeTOM MaTtemaTumyeckoro dakynbreTa,
npoTtokon Ne0500-07 OT 29.06.2021.

8. YuebHbIn roa: 2024/2025 CewmecTp: 8



9. Llenu 1 3agaumn y4e6HOM QUCLUUNIIUHDI:

Llensmu oceoeHusi y4ebHoU OucyuniuHbl 611sH0MCs:

- CYLLHOCTb U NOHATUE MHGOopMaL MK, MHPOPMaLIMOHHON BE30MacCHOCTM N XapakTeEPUCTUKa eé
COCTaBIAOLLMX;

- UICTOYHUKK K Kraccudmkauma yrpo3 nHgopmarmMoHHom 6e3onacHoCTy;

- OCHOBHbI€ cpeacTBa 1 cnocobbl obecneyeHnss HPOPMaLUMOHHOM 6e30NacHOCTH, MPUHLMNbI
NOCTPOEHNS CUCTEM 3aLUnTbl MHPOPMaLUK;

- OCHOBHbI€ BUAbI 1 yrpo3bl 6€30MacHOCTM OnepaLMOHHbIX CUCTEM;

- OCHOBHble CTaHAapTbl B 061acT MHPOKOMMYHUKALNOHHBIX CUCTEM N TEXHONOMNNA;

- 3alMTHblE MexaHM3Mbl U cpeacTBa obecneveHms ceTeBon 6e3onacHoOCTy;

- cpefacTeBa U MeToAbl NpeaoTBpaLLEHNS U 0BHaPY>XeHUS BTOPXKEHWUI;

- OCHOBHble OTeYeCTBEHHble W 3apybexHble cTaHgapTbl B obnactu KOMMbHOTEPHOWN
BGesonacHocCTu;

- OCHOBHble MEeTOAbl OpraHu3aunoHHoro obecneyeHus MHGoOpmaunoHHON 6Ge3onacHOCTU
cneuymanbHbix NAC;

3adayu y4yebHoU OuCyUrIuHbI:

- YMeTb KnaccuuumpoBaTb U OLeHMBaTb Yrpo3bl MHGOPMaLMOHHON Ge3onacHocTM Ans
obbekTa nHdopmaTusaumm;

- yMeTb MNPUMEHATb 3alMLIEHHbIEe MNPOTOKOMbl, MEXCETEeBble 3KpaHbl W cpeacTea
oBHapyXeHWst BTOPXKEHU NS 3alnTbl MHOPMaummn B CETSX;

- OCYLLeCTBMNSATb Mepbl MNPOTMBOLAENCTBUS HapylleHnsmM ceTteBonM 6Ges3onacHoCTU C
NCNosib30BaHMEM Pa3nNYHbIX NPOrpaMMHbIX M annapaTHbIX CPeacTB 3alUnUTbl;

- NONb30BaTbCA CpeAcTBaMU 3aLUTbl, NPEAOCTaBNSEMbIMM CUCTEMaMK yrnpaBneHus 6aszamum
AaHHbIX;

- MPUMEHSATb OTEYEeCTBEHHble U 3apybexHble cTaHgapTbl B 06MactM KOMMbHOTEPHOM
Ge3onacHOCTM AN NPOeKTUpOBaHMUsl, pa3paboTkM M OLEHKN 3aLLMLLEHHOCTM KOMMbIOTEPHbIX
CUCTEM,;

- BnageTb HaBblkamMu  0Ge30nMacHOro  UCMONb30BaHUS  TEXHUYECKUX Ccpeacts B
npodeccnoHanbHON AeATENbHOCTY;

- BnageTb MeTodamMu M CpPeAcTBaMy BbISIBIEHUS1 Yrpo3 6e30nacHOCTM KOMMbIOTEPHbIM
cucTemam.

10. MecTo yyebHOM AncuMNIUHbLI B cTpyKType OOI:

Ouncumnnuua «be3onacHoCTb MHPOPMAaLMOHHO-aHANMUTUYECKUX CUCTEM» OTHOCUTCS K
y4yebHbiM gucumnnuHam obsizatenbHonm 4actu 6rnoka b1 ocHoBHOM obGpasoBaTenbHON
nporpaMmmbl Mo HanpaeneHuto 10.05.04 «W/HdOpMaUMOHHO-aHANUTUYECKME CUCTEMBI
©e3onacHoCTU».

OuncumnnuHa «besonacHoCTb MHOPMaLMOHHO-aHaANUTUYECKUX cucteM» BasmpyeTcsa
Ha 3HaHWUAX, MONYYEHHbIX MO [OUCKPETHOM MaTemaTuke, WH(OPMaATMKE U YUCIIEHHBLIM
MeToaam.

MprnobpeTeHHbIe B pe3ynbTaTe 0by4yeHUs 3HaHUS, YMEHUSA U HaBbIKM UCMNOSb3YOTCS B
pamkax nocneayrLmnx npegMeToB:

- NPUHUMMbI MOCTPOEHUS, MPOEKTUPOBAHNA WU 3KCMslyatauum aBTOMAaTM3MPOBAHHbIX
NHAOPMALMOHHBIX CUCTEM,;

- NH(POPMALMOHHO-aHANUTUYECKNE CUCTEMBI.

11. NMnaHupyeMmble pe3ynbTaTbl OOy4YeHUsi MO AUCLUMUNIIMHE/MOAYNIO (3HAHUS, YMEHUS,
HaBbIKK), COOTHEeCEeHHble c nnaHupyeMbimMu pesynbTatamm OCBOEHMUS
obpasoBaTenbLHOW NporpamMmmMbl (KOMNETEHLMAMU) U UHAUKATOPAMU UX OOCTUXKEHUNA:



KomneTteHums

Ko

HasBaHune

MnaHupyemble pe3ynbTaTbl 00y4YeHus

Ofl1K-
6.2

MpumeHseT
OTeYeCTBEHHbIE U
3apybexHble cTaHaapThl
B obnactu
KOMMbIOTEPHOM
©e3onacHocTn Ansa
NPOEKTMPOBaHNS,
pa3paboTKM 1 OLIEHKM
3aLUULLLEHHOCTH
KOMMbIOTEPHbIX CUCTEM

3HaTb:
- CYLLLHOCTb W NOHATUE MHGOPMaLMMK,
MHOpMaLNOHHOM 6e30MacHOCTU K
XapaKTEPUCTUKY €€ COCTaBNSAIOLLMX;

- UICTOYHMKWN U KnaccudmKaumio yrpo3s
MHOPMaLMOHHOM B6e30MacHOCTN; OCHOBHbIE
cpencTtea u cnocobbl obecneyeHus
MHOpPMaLUNOHHOM Be30MacHOCTU, MPUHLUMNDI
NMOCTPOEHUS CUCTEM 3aLLUNTbI MHOPMaLNK;

- CpeacTBa U MeToabl NpefoTBpaLLEHNS U
0oBHapyXeHns1 BTOPXXEHUN;

- OCHOBHbIE OTEYECTBEHHbIE U 3apybexHbIe
cTaHAapTbl B 06nacTy KOMMNbOTEPHOM
©es3onacHocTH;

- OCHOBHbl€ METOAbl OpraHN3aLNoOHHOro
obecnevyeHuns nHopmMmaunoHHon 6e3onacHoCTn
cneunanbHbix MAC;

- Ha3Ha4yeHwue 1 KnaccudmKaumo
NHPOPMALMOHHBIX N aHANUTUYECKNX CUCTEM,
CUCTEM ynpaBreHns

YMETb:

- KnaccmguumpoBaTtb M OLeHMBaTb Yrpo3bl
MHdopMaumnoHHon 6esonacHocTn anst obbekTa
MHdopMaTmn3auumn; NoNbL30BaTbLCS CpeacTBaMm
3aWmThl, NPeaoCTaBnsiEMbIMM CUCTEMAMM
ynpaeneHus 6asamu gaHHbIX;

- MPUMEHSATbL OTEYECTBEHHbIE U 3apybexHble
cTaHgapTbl B 06nacTu KOMNbIOTEPHON
6e3onacHOCTM Ans NPOEKTMPOBaHMUS, pa3paboTkn
N OLEHKM 3aLMLLEHHOCTN KOMMbIOTEPHbLIX CUCTEM

BnageThb:
- HaBblKaMN MOAENNPOBAHUSA TEXHOTOMMYECKNX
npoueccoB 06paboTkn NHpopmMaLunm B
cneymnanbHbix MAC ¢ 3agaHHOWM CTEMNeHbIo
CTaTUCTMYECKON HAAEXHOCTN pe3yrbTaToB,;

- HaBblkaMW UccregoBaHNA MaTeMaTUyecKux
MOZAeNen TEXHOMOrMYecknx npoueccoB obpaboTkm
nHpopmauun B cneumansHbix MAC ¢ uenbto
OLIEHKM KayecTBa 1 ONTUMU3aLNN XapaKTEPUCTUK
cneumanbHbix MAC

Ofl1K-
11.2

CnocobeH
paspabartbiBaTb CUCTEMY
3aWmTbl MHopmaLumm
MHOPMaLNOHHO-
aHanUTU4YeCKNUX CUCTEM

3HaTb:
- ICTOYHUKKN M KnaccudmKkauuio yrpos
nHpopmaunoHHon 6e3onacHoCTy;

- OCHOBHbIE CpeacTBa 1 cnocobbl obecneyeHus
MHOPMaLNOHHOM Be30MacHOCTH, MPUHLUMNBI
NMOCTPOEHUSI CUCTEM 3aLLUNTLI MHOPMaLMW;

- OCHOBHbI€ BMAbl U yrpo3bl 6e30MacHOCTH




onepaumnoHHbIX CUCTEM;

- 3alUNTHbIE MEXaHU3MbIl 1 cpeacTBa obecneveHns
ceTeBon 6e30nacHOCTY;

- CpeacTBa U MeToabl NpeaoTBpaLLEHNs U
oBHapyXeHNsa BTOPXXEHUN;

- OCHOBHbIE OTEYECTBEHHbIE U 3apybeXxHble
cTaHgapTbl B 06nacTy KOMMNbOTEPHOM
©e3onacHocCTy;

- OCHOBHbl€ METOAbl OpraHN3aLNoOHHOro
obecneyeHns HopMaLNOHHOW Be3onacHoOCTH
cneymnanbHbix MAC

yMETb:

- KnaccuguumpoBaTtb M OLEeHMBaTb Yrpo3bl
MHopMaunoHHon Be3zonacHocTn onst obbekTa
MHdopMaTU3aLmnK;

- pewaTtb 3aga4n nccnegoBaHus cneyunanbHbIX
MAC meTogamn mogennpoBaHus;

- NPUMEHSTb A3bIKOBbLIE, MPOrpamMMHbIE U
annapaTHble cpeacTBa UccrnegoBaHus
3(PPEKTUBHOCTU TEXHONOMMYECKMX NPOLECCOB
0bpaboTkun nHgopmauum B cneunansHoix NAC;
- pelwaTb 3a4a4ym NOCTPOEHUN 1 3KCNyaTaumm
pacrnpeeneHHbiX aBTOMaTU3MPOBAHHbLIX CUCTEM
06paboTKm gaHHbIX

BrnageTb:
- HaBblkamMun 6e30MacHOro UCNosb30BaHMUS
TEXHUYECKNX CPEACTB B NPOdECCMOHanbLHON

AesaTenbHOCTH

Orl1K- HacTpauBaer, 3HaThb:

13.4 obcnyxumBaeT n - OCHOBHbIe cpeacTBa 1 cnocobbl obecneyeHus
BOCCTaHaBnMBaeT NHpopmaunoHHoM 6e30nacHOCTU, NMPUHLMNbI

cpeacTsa 3aWwmThl
MHdopMaLunmM Ha BCex
aTanax Xn3HeHHOro
UmKra nHpopmMaLmnoHHoO-
aHanMTU4YeCKnX CUCTeEM

NOCTPOEHNS CUCTEM 3aLUTbl MHOPMaLMK;
3alUUTHbIE MEXaAHU3MbI U CpeacTBa obecneyeHns
ceTeBon 6e30nacHOCTU;

- MPMHLMMNbI 3KCMyaTaumm n cConpoBOXAEHNS
NAC;

- cpeacTea U MeToabl NpeaoTBpaLleHns 1
oBHapy>XeHNs BTOPXKEHUN

YMETb:

- OCYLLECTBNATb Mepbl NPOTUBOAENCTBUSA
HapyLeHnsM ceTeBor 6e3onacHoCTH ¢
NCMNonb30BaHMEM Pa3fNYHbIX MPOrPaMMHbIX U
annapaTHbIX CPeACTB 3alUnThI;

- NPOEKTUPOBATb 1 CONPOBOXAATb TUMOBLIE
cneunanbHble NAC, nokanbHble ceTu;

- MPUMEHSITb OTEYECTBEHHbIE U 3apybeXxHble
cTaHgapTbl B 0611aCTu KOMMLIOTEPHOM
©Ge3onacHOCTM Ansi NPOEKTMPOBaHMUS, pa3paboTkn
N OLEHKM 3aMLLEHHOCTN KOMIMbITEPHBLIX CUCTEM




BrnageTb:
- MeTo4amMu 1 CpeacTBaMu BbISIBNEHUS Yrpo3
6e30nacHOCTN KOMMbIOTEPHLIM CUCTEMAM;
- MeTo4amMn MoAenNMpoBaHus 6e30MacHoOCTy
KOMMNbIOTEPHbIX CUCTEM, B TOM Yucrie,

MOZENMPOBaHNs ynpaBrieHns 4OCTYNOM U
NH(OPMAaLMOHHBIMM NOTOKaMU B KOMIMbHOTEPHbIX
cucTemax;
- NPOCTENLLIMMMN METOAAMUN aHann3a 6e3onacHoCcTU
KpunTorpadmyeckmx NpOTOKOIOB

12. O6beM AUCUMNNMHbI B 3a4eTHbIX eauHnuax/yac. — 4/144.

Popma NPOMEXYTOYHON aTTeCTaLmMm 3a4ET C OLLEHKOMN.

13. TpyaoeMKocCTb No Buaam y4yebHon paboTbl

TpygoemKkocTb
Bupg y4ebHol paboTbl Bcero Mo cemecTpam
Ne cemecTpa: 7 Ne cemecTpa: 8
AyOMTOPHbIE 3aHATMSA 64 64
nexkumm 32 32
B TOM 4ymcne: npakTnyeckme
nabopaTopHble 32 32
CamocTtosiTensHas paborta 80 80
B TOM Ymucne: KkypcoBas paboTa (NpoekT)
dopma NpomexyTovHOM aTTecTtaLmm
(3a4€m ¢ ouyeHkol)
WToro: 144 144

13.1 CopepxaHme AUCLUMUNIIUHbI

Ne HanmeHoBaHue pasgena
n/n ONCUUNIINHbI

CopaepxxaHue pasgena aucUMninHbI

Peanunsau
nsa
pasgena
ancumnnm
Hbl C
NMOMOLLIbIO
OHNamnH-
Kypca,
AYMK *

Jlekumn

MoHATMA NHPOopPMaLIMOHHOM
1.1 | 6e3onacHocTu (MB). KntoyeBbie
Bonpockl Ub.

NcTopuyeckne MOMEHTbI
dopmmposanus Nb. Coctasnstowme
NMHopmaunoHHon 6e3onacHoCTH.
[okTpnHa nHpopmayMoOHHON
6esonacHocTn P®. O6wasa cTpykTypa
NB. TpeboBaHunsa no obecneyeHunto
MB. Knaccudukaumsa sawmThbl
nHgopmauuun. ParxunposaHne UT-
yrposbl. Cneundumkauymsa nonen UB.




1.2

Buab! yrpos b n metogbl nx
aHanuaa.

Kputepun knaccudpumkaumm yrpos Ub.
Mogenu. Anroputmbl aHanmsa yrposbl
1 oueHkn Mb. OcHoBHble BUAbI
3almiiaemMon nHopmarmn.

1.3

NMpaBoBoe obecneyeHne Nb

Poccuinckoe 3akoHoaaTenscTBO B
obnacTtn Nb: 3akoHbl, NOCTaHOBIEHMNS
W Opyrne HopMaTUBHbIE aKTbl.

1.4

MoctpoeHune cucrtemsl b

YpoBHU nporpaMmmbl
MHdOpMaLNOHHOM 6e30MacHOCTH.
MaTtemaTtnyeckne mogenu B
peanuaauumn KOHLenumMm 1 nporpamMmmbl
NBE. Cuctembl 3awmTbl MHpopMaumm
(C3W). NeHeTnyecknn anropuTm.
AHanus n ynpasneHne puckamm npu
peanunsauuun Mb. 3awmTta
nHdopMauum B MHPOPMaLMOHHbIX
cucTtemax U KOMMbOTEPHbIX CETSX.

15

MHdopMaLnOHHbIE CUCTEMBI
(NC) n obecneveHne nx
6esonacHocTK

TpéxypoBHeBasd MOAESb OLEHKN
sawmuweHHocTn NC. TpeboBaHus K
apxutektype NC. CtangapTbl.
TexHonoruu kpuntorpaduyeckom
3awmTbl MHopmaumm. MexceTeBble
3KpaHbl. 3alMLLEHHbIE BUPTYarbHble
cetn VPN. AHTuBMpYCHas 3awmTa.
Knaccudumkaums yrpos NC: ceTeBble
YepBU, BUPYCbI, TPOSIHCKNE
nporpaMmmbl 1 NpoyYne BpeaoOHOCHbIE
YTUNAUTBI.

1.6

CospgaHve apxuTekTypbl
NHGOPMAaLMOHHO-
aHanutuyeckux cuctem (MAC)

AHanMTMYeCcKne CUCTEMbI: NPOLIECCHI U
NMHCTPYMeHTbI. OnucaHne obuien
cTpykTypbl. CTtenenmn UB.
OcobeHHOCTU NPUMEHEHUS 1 aHann3a
nHdopmMauunn.

JTabopaTtopHbie paboThbl

2.1

MeToabl aHanu3aa yrpos Vb

AnropuTmbl aHanmaa yrposbl U OLEHKM
MB. Knaccudukaumsa oCHOBHbIX BUOOB
3aLmiaemon Hopmaumn.

2.2

MoctpoeHune cnctemsl b

MaTtemaTtnyeckme mogenu B
peanu3auumn KoHuenumm n nporpaMmmb
NB. Ncnonb3oBaHne cUCTEM 3aLUUThI
nHpopmauumn (C3U). MNeHeTnueckmn
anropuTtm. MNocTpoeHue 3alnThbl
MHOpMaUUn B MHPOPMALNOHHbIX
CUCTEMAX U KOMMbITEPHbIX CETSAX.

2.3

MHpopMaLnNOHHbIE CUCTEMDI
(NC) n obecneveHmne nx
6e3onacHoCTH

CospgaHue n aHanua TpExypoBHEBOM
mMoLenu oueHkun awmwérHHoctn C.
JKcnnyaTaums MexceTeBbIX 9KPaHOB.
TexHonoruu kpuntorpaguyeckomn
3awmtbl MHopmaymn. OueHka




3aLMLLEHHOCTN BUPTYarbHbIX ceTen
VPN. AHTuBMpYyCHas 3awmTa.
Knaccudukaunsa yrpos NC

Mcnonb3oBaHne aHannMTU4eCcKnx -
2.4 | Co3gaHue apxutektypbl MAC cuctem. CosgaHue obLuen CTpyKTypbl
no crenexHsam Vb

13.2. Tembl (pa3genbl) AUCUUNIIUHBI U BUAbI 3aHATUMX

Ne Buapbl 3aHATMI (KONNMYeCcTBO Yacos)
. HanmeHoBaHue TeMbl CamocTtoar
n/ Mpaktny | NlabopaTto
(pasgena) aMcumnniunHbl JTekunn enbHas Bcero
n eckue PHbIE
paboTa

IMoHATMA NHOPMALIMOHHOM

01 | 6esonacHocTtu (MB). 2 2 2 6
Kntoyesble Bonpockl UB.

02 Buab! yrpos b n metogbl nx 4 2 10 16
aHanuaa.

03 | MNpaBoBoe obecneyeHne b 2 14 16

04 | MoctpoeHune cuctembl N6 8 10 20 38
MHpopMaLnNOHHbIE CUCTEMDI

05 | (UC) n obecneyeHne nx 8 8 16 32
6Ge3onacHoCTu.
CospgaHne apxuTekTypbl

06 NHOPMaLNMOHHO- 3 10 18 36
aHanuMTMYyecKux cucTem
(MAC)

NTtoro 32 32 80 144

14. MeToanyeckue ykasaHus Ans o6y4aroLmMXCcA Mo OCBOEHUIO AUCLUMNIIUHDbI:

B npouecce ocCBOEHMS AUCUMNIMHBLI CTYAEHTbl AOSMKHbI MOCETUTb FEKUMOHHbIE U
nabopaTopHble 3aHATUS U cOaTb 3a4E€T Ha OLEHKY.

YKasaHus Ana 0OCBOEHWSI TEOPETUYECKOro U NPaKTUYeCKoro Matepuarna u caaym 3adéTra:

1. Obsa3aTenbHOe nocelleHne NEKUMOHHbIX U NTabopaTopHbIX 3aHATUW NO AUCUUNIIMHE C
KOHCMEKTMPOBaHWEM U3naraeMoro npenogasatefnemM Martepuvana B COOTBETCTBUM C
pacnucaHnem 3aHaTun.

2. lNMony4yeHne B 6GMBNMOTEKE PEKOMEHAOBAHHOW y4eBHOM NUTEpaTypbl U 3SNEKTPOHHOE
KonnpoBaHue paboyen nporpaMmmbl C METOANYECKMMU PEKOMEHOALNAMM, KOHCNEKTa NEKLNNA.

3. KonnpoBaHue (anekTpoHHOE) nepeyvHst BONPOCOB K 3K3aMeHy Mo AUCUUNIIMHE, a Takke
crnvcka pekoMeHA0BaHHOW NiMTepaTypbl U3 paboyen nporpammbl ANCUMMINHGI.

4. Mpun noarotoBke K nabopaTopHbIM 3aHATMAM MO AUCUMMNMHE HEOBXOOUMO U3Y4YUTb
peKoMeHO0BaHHbIN JIEKTOPOM Matepuars, UMeTb Npu cebe KOHCMEKTbI COOTBETCTBYHOLLMX TEM
1 Heob6xo4MMbI CNpaBOYHbIM MaTepuarn.

5. PekomeHgyeTcss cnefoBaTb COBETaM  JleKTOpa, CBSI3@HHbIM C  OCBOEHWEM
npegnaraeMoro marepuana, NnpoBecTu caMoCToATeNbHbIN HTepHeT — nouck nHgopmaumnm
no Kn4YeBbIM cCrioBam Kypca (Bugeocdhannos, hannos-npeseHTaumn, annos ¢ y4ebHbIMn
nocobusiMm) M O3HAaKOMUTbLCS C HAWOEHHOW WHOpMauven npwu MNOArOTOBKE K 3a4é€Ty Mo
AncumnnnuHe.

CTyoeHT gonyckaeTca K caoade 3a4vé€Tta, ecnum MMeeT Ha pyKax KOHCMEKT OCHOBHOIO
TeopeTn4eckoro matepuana ¢ pa3bopoM OCHOBHbIX TUMOBLIX 3adad, UMeeTCcs 3a4éT Mo
KOHTpOmbHON paboTe.




15. NMepevyeHb OCHOBHOM U [OMOSIHUTENIbHOMW NUTEpPaTypbl, PECYPCOB UHTEPHET,
HeoOXxoauMbIX AN OCBOEHUA OUCLMNJINHDI

a) OCHOBHas nutepaTypa:

Ne
n/n

NcToYHUK

1

lony6, B. A. IHgbopmayuoHHasi 6e30mnacHOCMb KOMIMbIOMEPHbLIX CUCMEM.
3awuma yenocmHocmu uHgopmavuu / B.A. Nony6. — Bopoxex: JIOIN Bl'Y,
2006.— 31 c.

HAeesiHuH, 1. H. Modenu 6e3onacHoOCMU KOMIMbIOMEPHbIX CUCMEM.
YnpaeneHue docmyrnom u uHpopmayuoHHbIMU nomokamu / I.H. [JeesHUH. —
Mocksa: Nopsyas nuHus-Tenekom, 2017. — 338 c. — [OnekmpoHHbIU pecypc] //
JlaHb: anekmpoHHo-6ubnuomeyHas cucmema. — URL:
https://e.lanbook.com/book/111049

llyeuH, B. B. 3awjuma uHgpopmayuu 8 KOMMboMepHbIX UHEOPMaYUOHHbIX
cucmemax / B.B. lNyeuH, E.FO. NonybHu4as, C.A. Jlabada. — Camapa: lTYTU,
2018. — 119 c. — [GnekmpoHHbIU pecypc] // JlaHb: anekmpoHHO-6ubriuomeyHasi
cucmema. — URL: https://e.lanbook.com/book/182299

0) gononHuTenbHasa nureparypa:

Ne
NcTouHmk
n/n

4 AcmaHuH, N. K. 3awuma uHgopmayuu / N.K. AcmaHuH, H.U. AcmaHuH.—
BopoHex: BopoHex. 2oc. yH-m, 2006.— ¢.169
lanuuykud, A. B. 3awuma uHgopmayuu 8 cemu - aHanu3 mexHosioaul u

5 cuHmes peweHuti / A.B. lanuukud, C.4. Ps6ko, B.®. lLlaHbauH.— M.: MK
[pecc, 2004.— 613 c.

MenbHukoe, B. 1. lHhbopmayuoHHas 6e3onacHocmb U 3awjuma UHgopmayuu

6 / B.l'. MenbHukos, C.A. KnetimeHos, A.M. lNempakos.— M.: ACADEMIA, 2006.—
330 c.

- raudamakuH, H. A. Aemomamu3upoeaHHble UHGhOPMaUUOHHbIE CUCMEMbI,
6a3bl u 6baHku OaHHbIX / H.A. NatdamakuH.— M.: 'enniuoc APB, 2002.— 367 c.
Mu3sun, N.A. Aemomamu3upogaHHbie cucmembi yrpasneHuss. OcHo8bl meopuu

8 uHgopmauyuoHHbIx cucmem / N.A. MusuH, J1.C. YpuHcoH, I.K. XpamewuH;
Mockosckuli uHecmumym paduomexHUKU, 371EKMPOHUKU U asmomMmamuku.— M.,
1971.—- 173 c.

9 SpouykuH, B. N. besonacHocmb uHgopmayuoHHbIx cucmem / B. U. SIpOYKUH.—
M.: Ocb-89, 1996.— 318 c.

Kpyanos, B. B. lumernnekmyaribHble UHhOPMayUOHHbIE CUCMEMbI!
10 | KomnstomepHas noddepxxka cucmem Hedemkou f102UKU U He4Yemkoz20 8bigoda /

B.B. Kpyanos, M.W. [Inu.— M.: ®usmamnum, 2002.— 254 c.

B) MHOPMaLMOHHbIE 3NEKTPOHHO-06pa3oBaTeNbHbIE PECYPChI:

Ne
NcTouHmk
n/n
11 AnekmpoHHbIlU kKamasoe HayuyHou 6ubnuomeku BopoHexckoeo
e2ocydapcmeeHHo20 yHusepcumema. — (http // www.lib.vsu.ru/)
AnekmpoHHo-6ubnuomeyHas cucmema "KoHcynbmaHm cmydeHma". —
12 _ ;
(http://www.studentlibrary.ru/)
13 3AnekmpoHHo-bubnuomeyHas cucmema «M30amenscmea JlaHb». —

(https://e.lanbook.com/)



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7616&TERM=%D0%93%D0%BE%D0%BB%D1%83%D0%B1,%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%90%D1%81%D1%82%D0%B0%D0%BD%D0%B8%D0%BD,%20%D0%98%D0%B2%D0%B0%D0%BD%20%D0%9A%D0%BE%D0%BD%D1%81%D1%82%D0%B0%D0%BD%D1%82%D0%B8%D0%BD%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%93%D0%B0%D0%BB%D0%B8%D1%86%D0%BA%D0%B8%D0%B9,%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7906&TERM=%D0%9C%D0%B5%D0%BB%D1%8C%D0%BD%D0%B8%D0%BA%D0%BE%D0%B2,%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%20%D0%9F%D0%B0%D0%B2%D0%BB%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7656&TERM=%D0%93%D0%B0%D0%B9%D0%B4%D0%B0%D0%BC%D0%B0%D0%BA%D0%B8%D0%BD,%20%D0%9D%D0%B8%D0%BA%D0%BE%D0%BB%D0%B0%D0%B9%20%D0%90%D0%BB%D0%B5%D0%BA%D1%81%D0%B0%D0%BD%D0%B4%D1%80%D0%BE%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7648&TERM=%D0%9C%D0%B8%D0%B7%D0%B8%D0%BD,%20%D0%98.%D0%90.%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7616&TERM=%D0%AF%D1%80%D0%BE%D1%87%D0%BA%D0%B8%D0%BD,%20%D0%92.%20%D0%98.%5B1,1004,4,101%5D&LANG=rus
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=7537&TERM=%D0%9A%D1%80%D1%83%D0%B3%D0%BB%D0%BE%D0%B2,%20%D0%92%D0%BB%D0%B0%D0%B4%D0%B8%D0%BC%D0%B8%D1%80%20%D0%92%D0%B0%D1%81%D0%B8%D0%BB%D1%8C%D0%B5%D0%B2%D0%B8%D1%87%5B1,1004,4,101%5D&LANG=rus
http://www.lib.vsu.ru/%29
http://www.studentlibrary.ru/
https://e.lanbook.com/

| 14 | OnekmporHo-6ubnuomeyHas cucmema "PYKOHT". — (https://rucont.ru/) |

16. NMepeyeHb y4eOHO-MeTOANYECKOrO 06ecnevyeHns Ansi CaMOCTOATeNIbHOU paboThl:

Ne NcToYHMK
n/n
AndoxuHa, O.U. NHghopmauuoHHo-aHanumu4deckue cucmemsi u cemu / O.U.
1 AndoxuHa. - Kemeposo: KemlMK, - 2010. - 148 c. — [OnnekmpoHHbIU pecypc] I/
JlaHb: anekmpoHHo-6ubnuomeyHas cucmema. - URL.:
https://e.lanbook.com/book/49636
lpokonerko, H.FO. AHanumu4eckue UHgopMaUUOHHbIe cucmeMbl MOOOEePKKU
5 npuHamus peweHud / H. KO. lNpokoneHko. — HuxHul Hoszopod: HHIACY,
2020. - 142 c. - [OnekmpoHHbIU pecypc] // [laHb: anekmpoHHO-6ubriuomeyHasi
cucmema. - URL: https://e.lanbook.com/book/164866
3 OdopuyuanbHbil catim komnaHuu «BaseGroup Labs» [OriekmpoHHbIU pecypc].
PssaHb, 1995-2010.- Pexxum docmyna: http://www.basegroup.ru/

Kypc aucumnnmHbl NOCTPOEH Takum obpasom, 4Tobbl NO3BONUTE CTYAEHTAM NPOSABUTb
CNOCOBHOCTb K camocTosTenbHoOM paboTte. [ns ycnewHoW camMOCTOATENbHON paboThl
npegnonaraeTca UHTEPAKTUBHbBIA Ananor ¢ npenogasaTteniem, OCyLLEeCTBNAEMbIA C NOMOLLbIO
yOaneHHOW CBA3W 4Yepe3 UWHTepHeT Ha nnatcopme obpasoBaTenbHOro noprana
«ONEKTPOHHLIN yHMBepcuTeT BIY».

CamoctosTenbHas pabota cTydeHTa, npexae BCero, 3aknyarca B U3yYeHuu
nuTepatypbl, AOMOMHAKOLWEN MaTepuar, uanaraemMmblil Ha Nekunun n B xoae nabopaTopHbIX
paboTt. Heobxoanmo oBnageTb HaBblkaMu GuGAMorpadnyeckoro noucka, YMeTb HaxoauTb
noaxogswine WCTOYHMKM, TBOPYECKM W  KpUTUYECKM nepepabaTbiBaTb MHGOPMaUMIO,
Hay4YnTbCs onpefensaTb MeToAbl UccnegoBaHUN.

17. OOpasoBaTenbHble TEeXHONOrMKU, UCMOJSib3yeMble NpuU peanusauum y4eOHOWM
AUCLUMNNUHBLI, BKNO4Yas AUCTaHUUMOHHbIe oOpa3oBaTtenbHble TexHonoruun (OOT),
3neKkTpoHHoe oby4yeHue (J0), cmewaHHOe 06y4eHue):

Mpu peanu3aumm OUCUUNAMHBLI NMPOBOAATCA Pa3NUYHbIE TUMbl NEKUWUA (BBOAHaS,
ob30pHasa n 1.4.).

Mpu ocylwecTBNEHMM CaMOCTOATENBHON paboTbl BO3MOXHA MHTEPAKTMBHAsi CBA3b C
npenogaBaTeneMm 4epe3 ceTb WHTEPHET Ha nnatgopme obpasoBaTenbHOro noprana
«OnEeKTPOHHbIN yHMBepcuTeT BIY». MNMpoBoaatcs nHaneBuayarnbHble OHMAaNH KOHCYNbTaumm u
npoBepka KOHTPOMbHbIX paboT.

JTabopaTopHble paboTbl OCyLECTBNAKTCA C ucnonb3oBaHnem IBM v npuknagHoro
MO Ha cuctemax ¢ OC: Windows 10 n Ubuntu 20.04.

18. MaTepMaano-TeXHuquKoe obecneyeHne AUCLMUNIUHLI:

Y4yebHble ayguTopum Ons NPOBEAEHUS NEKUMOHHbIX W MNPaKTUYECKUX 3aHATUN.
KomnbloTepHble Knaccbl Ans  BbINOMAHEHUS  MHAMBUAYANbHbIX 3adaHWA, OCHALLEHHbIE
NULEH3MOHHBLIM 1 CBOBOAHO pacnpocTpaHsieMbliM nporpammHbiM obecneveHnem: Windows
10, Ubuntu 20.04, Linux, nHopmauMoHHO-aHanuTuyeckas nnatgopma Loginom, Deductor
(Academic), nporpammHoe obecrneyeHne Onsi BUpTyanusauum nepcoHanbHOro KoMmnbkotepa
Oracle VM VirtualBox, cHudpdep Wireshark, cuctrema obHapyxeHus atak Suricata. B xoge
nabopaTopHbiX 3aHATMMA  3agencTtByeTcd  yvyebHo-nabopatopHbli  cTteHg «CeTteBas
6e3onacHOCTbY.



19. OueHo4HbIe cpeacTBa ANs NPoOBeAeHUA TeKYLen U1 NPOMEXYTOYHOM aTTecTauum

MopsiAoK OLEHKN OCBOEHUS 00y4YatoLmMmMmcst y4ebHoro maTepuana onpegensietcs
COAEepXXaHNEM creayrLInMxX pasaenoB ANCLUUNINHGI

Koo m
coaepxaHue
KOMMneTeHunmn

MnaHnpyemble pe3ynbTaThbl
oby4yeHunsa (nokasaTtenm
AOCTUXKEHMNS 3a0aHHOTO

YPOBHS1 OCBOEHUS
KoMneTeHummn
nocpeacTBOM

dopmMMpoBaHNS 3HAHWM,

YMEHWUN, HAaBbLIKOB)

OTanbl
dopmMmpoBaHus
KOMMNeTeHummn
(pasgenbl (Tembl)
ANCUMNITNHBI NN
MoZynsa n nx
HanMeHoBaHue)

OueHoYHble
cpeacTtea

Or1K-6.2:
MpumeHsieT
OTeYeCTBEHHbIE U
3apybexHble
cTaHOgapThl B
obnactu
KOMMbIOTEPHOM
©e3onacHocTn ans
NPOEKTUPOBAHWS,
pa3paboTku n
OLLEHKM
3aLUULLLEHHOCTH
KOMMbIOTEPHbIX
CUCTEM

3HaTb:
- CYLLHOCTb W MNOHATME
MHopMauuu,
NHJOPMaLOHHON
BGesonacHocTn n
XapaKTepUCTUKY ee
COCTaBMSALWMX;

- UICTOYHUKN 1
Knaccudukaumo yrpo3s
NHGOPMaLMOHHON
BGesonacHocTy;
-OCHOBHblE cpeacTBa U
crnocobbl obecneveHnst
NHGOPMaLMOHHON
6es3onacHOCTU, NPUHLMMbI
NOCTPOEHUSI CUCTEM
3aWwnTbl MHOpMaLnu;

- cpeacTtea U meToAbl
npeaoTBpaLleHns n
oBHapy>XeHNs BTOPXKEHUN;
- OCHOBHbIE
OTeYeCTBEHHbIE U
3apybexHble cTaH4apThl B
obnacTtn KOMNbOTEPHOWN
BGesonacHocTy;

- OCHOBHblE MEeTOAbI
OpraHn3aunoHHOro
obecneveHuns
MHJOPMaLNOHHON
6e3onacHoCTH
cneymnanbHbix MAC;

- Ha3HayeHve n
Knaccuukaumio
MHPOPMALNOHHbBIX U
aHanMTUYEeCKNX CUCTEM,
CUCTEM YynpaBneHns

01, MNMoHATuS
MHOPMaLNOHHOM
6esonacHoctn (UB);
02, Bugbl yrpos Vb
n MeToabl UX
aHanusa; 03,
MpaBoBoe
obecneyenune Vb;
04, NMocTtpoeHune
cuctembl b

YCTHbIN onpoc




yMeTb:
- KnaccuduumpoBaTb U
oLeHuMBaTb yrposbl
MHOPMaLNOHHOM
©es3onacHocTu Ans
obbekTa
MHdopMaTmn3aumu;
nonb3oBaTbCA CpeacTBaMu
3awunThl,
npeaocTaBnNsAeMbIMM
cucTemMamm yrnpasrieHus
0a3amu JaHHbIX;

- MPUMEHSATb
OTeYeCTBEHHbIE U
3apybexHble cTaH4apThl B
obnactu KOMNbTEPHOWN
©es3onacHocTu ans

04, NMocTtpoeHune
cuctembl NB; 05,
NHopmaLmOHHbIe
cuctembl (UC) n
obecneyeHne nx
6esonacHocTu; 06,
CospgaHue
apXUTEKTYPbI
NHOPMALNOHHO-
aHanUTU4YEeCKNX
cuctem (MAC)

YCTHbIN onpoc

NPOEKTUPOBAHNSA,
pa3paboTkn 1 OLEHKM

3aLlMLLEHHOCTH

KOMMNbIOTEPHLIX CUCTEM

BNnageTb: 04, NMocTpoeHune

- HaBblKaMu cuctembl VbB; 05,
MOAENMpPOBaHUs NHdbopmaumoHHbIe
TEXHONOrMYECKNX cuctembl (UC) n

npoueccoB 0bpaboTku
MHdopmMauum B
cneyunanbHbix MAC ¢
3aaHHOWN CTENneHbIo
cTaTUCTUYECKOWN
HaOEXHOCTN Pe3ynbTaTos;
- HaBbIKAMW UCCcneaoBaHUs
MaTeMaTUYECKUX Moaernen
TEXHOMNOIrMYEeCKNX
npoueccoB 06paboTkm
nHdopMauum B
cneymnanbHbix MAC ¢
Lenblo OLIEHKX KavyecTBa 1

obecneyeHune nx
©e3onacHocTu; 06,
Co3spaHune
aApPXUTEKTYPbI
NHOPMALNOHHO-
aHannTU4YeCcKnx
cuctem (MAC)

MpakTnyeckoe
3afjaHve

onTuMmMsaummn
XapakTepuUCTUK
cneyunanbHbix MAC
OrlK-11.2: 3HaTb: 01, NoHatusa
CnocobeH - UICTOYHUKN U NHpOPMaLNOHHOWN

pa3pabaTbiBaTb
cucTeMy 3aLmThbl
nHdopmMauum
MHOPMaLNOHHO-
aHannTU4eCcKnx
cucTem

KnaccuduKkauuio yrpos
MHOPMaLNOHHOM
BGesonacHocTy;

- OCHOBHblE CpeacTBa 1
crnocobbl obecneveHust
MHOPMaLNOHHOM
6e3onacHOCTU, NPUHLMMbI
NOCTPOEHUSI CUCTEM
3aWnTbl MHOpMaLUK;

6esonacHocTtu (MB);
02, Bugp! yrpos Vb
n meToabl UX
aHanuaa; 03,
MpasoBoe
obecneyenune Vb;
06, CosgaHue
apXMTEKTYpbI
NHJOPMaLNOHHO-

YCTHbIN onpoc




- OCHOBHbI€ BWAbl 1 Yrpo3bl
6esonacHocTK
OnepaumMOoHHbIX CUCTEM;

- 3alMTHbIE MEXaHU3MbI U
cpeactea obecneveHus
ceTeBol 6e3onacHoCcTy;

- CpeAacTBa u meToabl
npeaoTBpaLleHns n
oBHapyXeHNs BTOPXXEHUN;
- OCHOBHbIE
OTEYECTBEHHbIE U
3apybexHble cTaHAapTbl B
obnacTtu KOMNbOTEPHOWN
©e3onacHocCTy;

- OCHOBHbIE€ MeTOoabl
OpraHn3aunoHHOro
obecneyeHus
NHOPMaLNOHHOM
BGesonacHocTu
cneyuanbHbix MAC

aHannTUYeCKnX
cuctem (MAC)

yMETb:

- KnaccudunumpoBaThb U
oL€eHMBaTb yrpo3bl
NHOPMaLMOHHOM
©es3onacHocTu Ans
obbekTa
NHdopmMaTmn3aumu;
-pewaTb 3agaun
nccnegoBaHns
cneyunanbHbix MAC
mMeToaamm
MOOEenNMpoOBaHnS;

- MPUMEHSATb A3bIKOBbIE,
nporpaMmmHbIe U
annapaTHble cpeacTBa
nccnegoBaHns
a(hpeKkTMBHOCTH
TEXHONOrMYECKNX
npoueccoB 00paboTku
nHdopMauum B
cneuyunanbHbix MAC;

- pewaTb 3aga4u
NOCTPOEHMUS U

01, MoHatusa
MHOPMaLNOHHOM
6esonacHoctn (UB);
02, Bugp! yrpos Vb
N MeToabl Ux
aHanunsa; 04,
MocTpoeHune
cuctemsbl MB; 05,
NHdpopMaLmOHHbIEe
cuctemsl (UC) un
obecneyeHune nx
©e3onacHocTK

YCTHbIN onpoc

aKcnnyartauum

pacnpeaeneHHbIX

aBTOMAaTU3NPOBAHHbIX

cuctem 06paboTkmn OaHHbIX

BNnageThb: Buab! yrpos b n

- HaBblkaMn Ge3onacHoro MeToAbl NX aHanu3a; MpakTnyeckoe
NCNoib30BaHNSA 03, lNpaBoBoe 3agaHue
TEXHUYECKUX CPEACTB B obecneyenune Vb;

npogeccnoHanbHON 04, lNocTpoeHune




[EeATenbHOCTU cuctembl Vb; 06,

CospaHue
apXuTEKTYpbI
NHOPMALNOHHO-
aHanuUTU4ecKnx
cuctem (MAC)

OlK-13.4: 3HaTb:

HacTpauBaer, - OCHOBHbIE cpeacTBa 1

obcnyxusaeT u cnocobbl obecneveHust

BOCCTaHaBnueaeT | MHPOPMaALNOHHOM

cpeacTBa 3awWwmThl
MHopMauun Ha
BCeX aTanax
XW3HEeHHOro umkna
NHGOPMaLMOHHO-
aHannTU4eCcKnx
cuUcTem

6e3onacHOCTH, NPUHLMMbI
NOCTPOEHNSA CUCTEM
3aLWnTbl MHhopMaLmm;
3alUUTHbIE MEXaHN3MbI U
cpeactea obecneveHus
ceTeBon 6e30nacHOCTY;

- MPUHLUMNBI SKCAnyaTaumm
n conposoxaeHna NAC;

- cpeacTBa U MeToapbl
npenoTBpaLLeHns 1
0BHapy>XeHUs1 BTOPXXEHWUN

02, Buabl yrpos Vb
n MeToabl nx
aHanusa

YCTHbIN onpoc

yMeTb:
- OCYLLECTBMATb Mepbl
NPOTMBOLENCTBMSA
HapyLUEeHNAM ceTeBow
BGesonacHocTn ¢
MCNosib3oBaHMeM
pasnNUYHbIX NPOrPamMMHbIX
M annapaTHbIX CPeaAcTB
3aLnThI;

- IPOEKTUPOBATHL U
COMpoBOXAaTb TUMOBbIE
cneymnanbHble MAC,
noKanbHble CeTy;

- IPUMEHATb
OTEeYEeCTBEHHbIE U
3apybexHbie cTaHgapThl B
obnacTtu KOMNbTEPHOWN
©es3onacHocTu Ans
NPOEKTUPOBAHWS,
pa3paboTKky 1 OLIEHKM
3aLUULLEHHOCTH
KOMMbIOTEPHbIX CUCTEM

02, Bugp! yrpos Vb
N MeToabl Ux
aHanusa

YCTHbIN onpoc

BNnageTb:
- MeTogamMu 1 cpeacTeamm
BbISIBIIEHUS YIPO3
BGe3onacHocTn
KOMMbIOTEPHBIM CUCTEMAM;
- MeTogamu
MOAENMpoBaHus
B6e3onacHocTn
KOMMbIOTEPHbIX CUCTEM, B

02, Buabl yrpos b
N MeToabl NX
aHanusa

MpakTnyeckoe
3agaHue




TOM 4ucne,
MOOennpoBaHn
yrnpaBneHus OCTynom m
NHGOPMaLNOHHbBIMMU
noTtokamu B
KOMMbIOTEPHbIX CUCTEMAX;
- NPOCTENLLIMMM MeTO4aMM
aHanusa 6e3onacHocTu
Kpuntorpaduyeckmnx
NPOTOKOJSIOB

20 TunoBble OUEHO4YHble cpeAcTBa U MeToAMYeCKMe MaTepuanbl, onpegensiowme
npoueaypbl OLeHUBaHUSA

20.1 TeKywWMn KOHTPOJb yCNeBaemMocTu

KoHTponb ycneBaemMocTn No AUCUMMIIMHE OCYLLECTBASIETCA C MOMOLLbIO CReayHLLNX
OLEHOYHbIX CPEeaCTB:
e TecToBble 3a4aHUS;
¢ JlabopaTopHble paboThl;
e KoHTponbHasa paboTa.

[NpumepHsbil nepevyeHb 3adaHull MPOBEPKU MPaKmMuU4YeCcKUX HagblKo8

1. T[puBecTn npumep AENCTBUSA aTaKyoLWero n cnocob 3awuTbl OT aTaku «man-in-the-
middle».

2. [lpuBectn npumep CTPYKTYpPbl U (PYHKUMOHANBHOCTH cTeka npoTtokonoB TCP/IP.
3. [pyvMeHuTb anropuTM Knactepusaumm no 3agaHHon Mogenu.

4. TMogcumTaTb METPUKY pENEBAHTHOCTU MHPOPMALIMOHHOIO COOBLLEHMS MO AAHHBIM
npocmnsa n MMkpoGiora KOHKPETHOrO NoMb30BaTeNs CETU.

5. Onpenenutb CKOPOCTb pacnpocTpaHeHnss nHpopmaumm no MMUTALMOHHON Moaenu
pacnpocTpaHeHus nHdopmaLmm B counanbHom ceTu Ha Bbibop (SIS. SIR, SIDR).

6. PaccuuTtatb cpegHee 3HadYeHue KnactepHoro koadduumeHTa ans donbworo rpadga
NporpaMmMHbIM METOAOM.

7. Cospgatb knacc-06epTky ans BbidoBa API hyHKUMI coumanbHbIX CETEN.
MpoBectn ROC-aHann3 Ha 3aJaHHON perpecCUoHHON MoLENM.
9. Onucatb MeToabl pyHkumm Data Mining.

o

20.2 NMpomexyTo4yHan aTrectauus

MpomexyToyHasa aTTecTauus No ANCUMNIIMHE OCYLLECTBSETCA C MOMOLLbIO
crneayoLmx OLEHOYHbIX CPeACTB:
o CobecenoBaHuve no 6unetam Kk 3ayeTy (C OLLEHKOWN).

[MpumepHbIl nepedYeHb 80rPOCO8 K 3a4émy

OCHOBHbIe NOHATUSA 3aLLUTbI HOPMaLUK U MHAOPMaLMOHHOM 6e30nacHOCTH.
AHanua yrpos nHdopmMmaunoHHon 6e3onacHocCTu.

Mogenb ISO/OSI n ctek npotokonos TCP/IP.

Mpobnembl 6e3onacHocTu IP-ceTen.

Yrpo3bl 1 yA3BUMOCTU NPOBOAHbLIX KOPMOPATUBHLIX CETEMN.

apsowbdhPRE



© ooNO

Yrpo3sbl 1 yA3BMMOCTU NPOBOAHLIX 6€CNPOBOAHbLIX CETEMN.
Cnocobbl obecneyeHns nHdopmaLMoHHON 6e30NacHOCTM.
MyTn pewwenunsa npobnem 3awmnTbl B MHPOPMALMOHHbIX CETSX.
. CTpykTypa nonutunkm 6€30nacHOCTMW.

10 BasoBas nonutunka 6esonacHocCTu.

11.CneumanuampoBaHHbie NOANTUKN 6e3onacHOCTH.
12.Mpouenypbl 6e3onacHoOCTH.

13.CtaHgapTbl UHGOPMAaLUNOHHOM 6€30NacHOCTUN N UX POfb.
14.CtaHgaptbl ISO/IEC 17799:2002.

15.Ctanpgapt BS1 (F'epmanus).

16.MexayHapoaHbii ctaHgapT ISO 15408.

17.CtangapTtbl 6e3onacHocT 6eCnpoBOAHBIX CETEN.
18.CtangapTbl HopMaumoHHon 6esonacHocTh B VIHTepHeTe.
19.CrtaHgapTbl 6€30nacHOCTM MHOPMALMOHHBIX TEXHOMNOMN PO,
20.OcCHOBHbIE NOHATUS KpunTorpadun.

21.CMMETPUYHbBIE KPUNTOCUCTEMbI LUNPPOBAHUS.
22.ACUMMETPUYHbIE KPUNTOCUCTEMbI LLMGPPOBAHUS.
23.KoMbUHUpoBaHHas KpuntocucteMa LWMpoBaHuS.
24.0OcHoBHbIe npouenypbl LMdpoBon nognucu.

25.YnpaBnenne USB-kno4amu eToken.

26.Knaccudurkauma kpyntorpagpuiecknx anroputMoB.
27.0OCHOBHbIE METOAbI ayTEHTUdMKALMN.

28.MexceTeBon akpaH. dunbTpaumns Tpaduka. [NpuknagHon LWnko3.
29.BuptyanbHasga cetb VPN. Cpeactea obecneveHnsa 6e3onacHoCTu.
30.AHanu3 3awwmiEHHOCTM 1 0BHapyXeHne atak. KoHuenuusa agantTMBHOIO yrnpaseHus.
31.CpepctBa aHanumaa 3awmwéHHoctn OC.

32.Knaccudukauusa cuctem obHapyxeHuns atak IDS.
33.Knaccudumkaumnsa KoMmnboTEPHbLIX BUPYCOB.

[ns oueHMBaHMs pe3ynbTaToB 00y4YeHUs Ha 3a4éTe (C OLLEHKOM) UCMONb3YTCs crieayroLume
nokasartenu:

3HaHMe CyWwHOCTU W NOHATUE WHgopMaumn, MHGOpPMaLMOHHON ©e30MacHOCTU U
XapaKTEPUCTUKY €€ COCTaBMALWNX; OCHOBHbIX OTEYECTBEHHbIX W 3apybexHbIX
cTaHAapToB B 0651aCTV KOMMbIOTEPHOW 6E30MacHOCTU; OCHOBHbLIX CPEACTB 1 cnocoboB
obecneyeHna WHMOPMaUNOHHON 6Ge30nacHOCTU, MPUHUUNOB MNOCTPOEHUSA CUCTEM
3awmTbl MHGOpPMaLuMK; CpeacTB M MeToOoB npefoTBpalleHuss U obHapyXeHusi
BTOPXXEHUI; OCHOBHbIX METOAOB OpraHM3aLMOHHOro obecneyeHnsa MHpopMaLnoHHOM
6esonacHoctn cneumanbHbix MAC; CTpyKTypbl OyHKLUMOHANLHON U obecnednBaroLLmnx
yacten cneumanbHbix MAC; meTogos npoektuposaHus NAC.

YMeHne NpUMEHSTb OCYLLECTBMATbL Mepbl NPOTUBOAENCTBUA HapYLUEHUAM CETEBOW
6e30MacHOCTM C MCMNOSIb30BAHMEM Pa3fIMYHbIX MPOrpamMMHbIX M annapaTHbIX CPpeacTB
3aWmThl; KnaccuuumpoBatb U OUeHUBaTb Yrpo3bl MHGOPMAaLUVOHHOM Be3onacHoCTU
ana obbekTa MHopmMaTmMsauuu; pewaTb 3agavm mccriegoBaHus cneumanbHbix VMAC
MeTodamMu MOAenMpoBaHus.



BnageHve HaBblkamMu nccnegoBaHUs MaTeMaTUYecKux Mopenen TeXHONOrnyeckux
npoueccoB 06paboTkm nHdopmauum B cneynanbHbix MAC ¢ Lenblo OLEHKM KadecTBa
n onTuMu3auum xapaktepuctuk cneumanbHblx WAC; HaBblkamyn Bblibopa w
060CHOBaHUA KpuTepueB 3aPPeKkTUBHOCTN (PYHKUMOHMPOBaHUA cneumanbHbix UAC;
MeToAaMn NPUMEHEHUS 3aLUULLEHHbBIX MPOTOKOMOB, MEXCETEBbIX 3KPAHOB U CPeacTB

OGHapyXeHUs1 BTOPXXEHW Ans

3awmnTbl  MHOpPMaLUn

B CeTdX; HaBblkaMu

©e30onacHOro  MUCNosib30BaHUS  TEXHUYECKMX CPeAcTB B NpodheccroHarnbHON
AeATenbHOCTH.
YpoBeHb
. LWkana
KpuTepun oueHnBaHusS KOMNeTeHLNN ChOpPMUPOBAHHOCTH OLIEHOK
KOMMeTeHunn
"ny6okne ncyepnbiBaroLLne 3HaHUS BCEro
nporpaMmMHOro Mmatepuana, noHMMaHme
CYLLIHOCTU 1 B3aUMOCBS3U
paccmaTpmBaeMblX MNPOLECCOB U ABNEHUN. MoporoBbin
Jlornyeckn nocnegoBaTtesibHble, NOSHbIE, YPOBEHb U BbiLLE OTnunyHo
npaBuIibHbIE N KOHKPETHbIE OTBETHLI HA BCE NoporoBoro
OCHOBHbI€ BOMpocsl. [NMpaBunbHbIE K
KOHKpPETHbIE OTBETbI AOMNOSTHUTENbHbIE
BOMPOCHI.
TBepable 1 A4OCTAaTOYHO NOJSHbIE 3HAHUSA
nporpaMmMHoOro Mmatepuana, noHMMaHue
CYLLIHOCTM pacCcMaTpMBaEMbIX NPOLIECCOB 1 o
YLUHOCTM P P bou [MoporoBbin

siBneHun. MNocnegoBaTernbHble U

YPOBEHb U BblLLE XopoLluo
npaBuIibHblE, HO HEOOCTaTOYHO

NoporoBoro
pa3BepHYTble OTBETLI HA OCHOBHbIE
BoMnpockl. [lpaBunbHbIE OTBETLI Ha
AONOJTHUTENbHbIE BOMPOCHI.
[MpaBunbHbIE N KOHKPETHLIE, 6€3 rpydbIX
OLINMBOK OTBETbLI HA OCHOBHbIE BOMPOCHI.
Hanuuyme otoenbHbIX HETOYHOCTEN B [MoporoBbin

YaoBneTBOpUTENbHO
oTBeTax. B uenom npaBunbHble OTBETHLI C YPOBEHb
HeBOMbLWNMN HETOYHOCTAMM Ha
AONOJTHUTENbHbIE BOMPOCHI.
[Mnoxoe BnageHne matepuanom: OTBeT
HeBepeH, OTCYTCTBME OpUEHTaL MM B
npegmeTe, Korga KonmyecTBo Hwxe noporosoro
HeynosneTBopuUTENbHO

HenpaBUITbHbIX OTBETOB NPeBbILLIAET YPOBHS
KONMYECTBO AOMNYCTUMbIX ANs
NOSTIOXNTESTbHON OLIEHKN.




